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« Strong Passwords

e« Spam
* Phishing
 Malware

e Common Scams
 Best Practices
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I Creating Strong Passwords

 Apassword is like a key

« Sensitive information requires
strong passwords

» Unique passwords for personal
& financial info

 The longer the better WALKaM1LE2DAY

« Meaningful, memorable phrase

« Opening line to a book
- Favorite line from a song TryBetterEallBetier

* Punchline to a joke
bV1sible

@geWlth@ttitude
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I What is Spam?

« Unwanted or junk email sent by strangers

« Snail mail equivalent is circulars or ads

« Usually to sell something

« About one billion spam messages are sent everyday

® MedicarePlan.com Info It's Almost AEP? Come Check us out! 10 EBe Removed From (]
® American Express Good just got better: Earn 150K Hilton Honors Bonus Points

® Reader Supported News Need to Pull a Rabbit From the Hat Today! 29 November T8 N
® Fidelity, Fidelity WOW! Secure $250K COverage FOR $12.82 Per MOnth 2 A
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I What Do | Do with Spam?

* Ignore
* Delete
 Don’t respond

 Mark as Spam A
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I What is Phishing?

« Attempts at identity theft by email or a website

« Communications pretending to be from a
legitimate business or financial institution <g>

«  Will ask you to provide information by
« Clicking a link
 Downloading an attachment
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I Is it Phishing?

Look for these telltale signs:
* Weird links

* Requests for personal information
« Creates a sense of urgency
* Obvious typos and errors

 (Generic salutation and
signature
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I Sample Phishing Emall
AR
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What is Malware?

« Software that is harmful:
* Viruses
« Spyware
« Ransomware

* Trouble spots:
« Strange links
« Unfamiliar websites
» Anti-virus software can protect
against malware

 Norton AntiVirus
« AVG AntiVirus Free Edition
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I Common Scams

 The Grandparent Scam
e Medicare scams
 |nvestment schemes

« |RS scam

e Tech support scams
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I Best Practices for Staying Safe Online

Avoid sharing passwords

 If it seems too good to be
true, it probably is

 Mark as spam

 Don'tclick on links in
strange emails G httpS//
« Use trusted, secure sites
Look for the “s” in https
« Sign out

 onquardonline.qgov

Sign out

wsull Powered by

Internet>
(I)ATS essentials


http://onguardonline.gov/

THANK YOU!

=ty Internet»
OATS  essentials

FROM COMCAST



